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Abstract- Over the past decade advances in computer-based communication and health services, the need for image security 
becomes urgent to address the requirements of both safety and non-safety in medical applications. This paper proposes a new 
fragile watermarking based scheme for image authentication and self-recovery for medical applications. The proposed scheme 
locates image tampering as well as recovers the original image. A host image is broken into 4×4 blocks and Singular Value 
Decomposition (SVD) is applied by inserting the traces of block wise SVD into the Least Significant Bit (LSB) of the image 
pixels to figure out the transformation in the original image. Two authentication bits namely block authentication and self-
recovery bits were used to survive the vector quantization attack. The insertion of self-recovery bits is determined with Arnold 
transformation, which recovers the original image even after a high tampering rate. SVD-based watermarking information 
improves the image authentication and provides a way to detect different attacked area. The proposed scheme is tested against 
different types of attacks such are text removal attack, text insertion attack, and copy and paste attack. 
Keywords: Medical Image Security, Tamper localization, Singular Value Decomposition, Fragile Watermarking, Arnold 
Transformation, Image security, Authentication. 
 
1   Introduction 
With the development of computer-based 
communication in health services applications, the need 
for medical image security is urgent to protect the patients’ 
sensitive data. Medical image analysis aims to solve 
medical problems using different imaging modalities and 
digital image analysis techniques. Images are easily 
manipulated using image processing tools, which have 
serious consequence [1]. Hence, protecting the credibility 
and respectability of medical images is of a significant 
importance [2], [3]. There are two main types of image 
verification strategy, cryptography based techniques [4], 
[5] and fragile watermarking based techniques [6]–[8]. A 
message authentication code (MAC) is computed in the 
cryptography based techniques, which utilizes a hash 
function to calculate the same code. Such MAC codes can 
decide whether an image tampering occurred without the 
ability to determine its region [9]. Fragile watermark is 
inserted in the image, which needs to be protected from the 
unauthorized access. To ensure the validity of a 
watermarked image, the fragile watermark needs to be 
produced using features of the host image or using pseudo 
deterministic random information of the host. Some fragile 
watermarking based schemes can only sense the tampered 
host images and not able to self-recover the original host 
image [10], [27]. The first known fragile watermarking 
schema was proposed by Walton [11], which calculates the 
check sum of the first seven most significant bits (MSB). 
It provides limited alter recognition [12]. Yeung and 
Mintzer [6] implemented a watermarking method centered 
on pseudo-random sequence generation. In this method, a 
fragile watermark is implanted into the original host image 
by the help of modified error diffusion. It suffers from fake 
image generation using a look up table [13]. 
This problem occurs because of the block independent 
nature of image watermarking. The watermarking that 
does not involve any blocks dependency can simply be 
damaged with specialized attacks such as Vector 
Quantization (VQ) attack [14]. The invader deduces the 
forged image with the aid of quantization code-book in VQ 
attack. This code book is created from a set of watermarked 
images. As each block validates itself only, the forged 
image seems to be true. To overcome VQ attack, [12, 15] 
suggested the inclusion of chaotic pattern in the 
watermarking design, which later helps to trace the 
tampered region in the watermarked host image. A 
difference image is mapped to binary watermark image 
and is inserted into the host image using its LSB. Interfered 
pixels can still be recognized because they do not convey 
the watermark information. Since some information 
generated from the new pixel values may coincide with the 
watermark change into, these pixels cannot be noticed 
easily. In such case, the localization and finding of 
tampered pixels cannot be done precisely [16]. Dhole et al. 
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[17] proposed a self-embedding watermark schema from 
tamper recovery, which provides a good tamper 
localization but it was unable to deal with the VQ attack. 
Patra et al. [18] proposed a fragile watermarking method 
based on the Chinese remainder theorem (CRT). The main 
advantage of these methods was improved computational 
complexity. A block size of 8×8 is usually used to provide 
the tamper localization. It provides a poor accuracy for 
tamper localization because of the large block size. The 
recovered image shows a decent image quality (36.77 dB) 
after a minor tampering rate. SVD demonstrates the basic 
building of matrix along with its algebraic essence, which 
makes it useful in many of applications such as image 
watermarking, image compression, voice recognition, etc. 
There are many watermarking methods developed, which 
employ SVD [19-21].  Sun et.al [22] proposed a SVD 
based approach in the class of semi fragile watermarking. 
In this scheme, the watermark is implanted in the host 
image by calculating SVD and then quantizing the 
Singular Value of each image block. It provides no self-
recovery feature. Table 1 gives a summary of recent works.     
 
Table 1.  Summary of popular and recent image analysis watermarking work 
Main Limitation 
Recovered 
PSNR 
(dB) 
Tamper 
Detection 
Accuracy 
(%) 
Methodology 
Block 
Size 
Paper 
One single LSB change can be 
detected 
N/A 
Very 
limited   
(10%) 
LSB insertion N/A Walton [11] 
Not able to sustain VQ attack N/A 70% Chaotic pattern 4×4 Yeung and Mintzer [6] 
No self-recovery N/A 85% Chaotic pattern 4×4 Shao-Hui Liu et al [12] 
No self-recovery N/A 98% 
Advance level of 
chaotic pattern 
4×4 Sanjay Rawat et al.[15] 
Low tamper localization 36dB 93% 
Chinese remainder 
theorem 
8×8 Patra et al. [18] 
Low self-recovery 34dB 98% 
Mean value of 
block 
4×4 Dhole et al [17] 
 
This paper proposes a SVD-based fragile watermarking 
scheme for tamper localization and self-recovery to protect 
the sensitive images in medical applications. Two codes 
are used, one code contains the average value of the block 
information itself whereas the second contains block 
authentication information. To find out the embedding 
position, Arnold transform has been utilized. This helps to 
hide the neighboring pixel information at a distant location 
and provide better self-recovery. The proposed scheme 
aims to localize the attacked pixels/region. The main 
contribution here is that Arnold provides a more reliable 
and secure way for hiding image information. Moreover, 
PSNR ratio could be improved through the neighborhood 
block based recovery which relies on the fact that 
neighborhood blocks of a pixel contain mostly similar 
information. Hence, randomize insertion of neighborhood 
block enhance the recovery chance of approximate value 
for pixels gets lost or changed by the attacker.  
The rest of paper is organized as follow: Section 2 gives 
a detailed description of our proposed watermarking 
scheme. Section 3 discusses the results. Section 4 presents 
the conclusion of our work. 
 
2   Proposed Method  
SVD can directly performed on digital images as they 
are nothing but a representation (matrix form) of the non-
negative scalars numbers. SVD [23], [28], [29] is a method 
of Mathematics (Linear Algebra). SVD is used to 
diagonalize any given symmetric image (matrix) in order 
to obtain three new matrices: 𝑈, 𝑆 and 𝑉, which are known 
by the name of singular matrix (left), singular matrix 
(right) and Singular matrix respectively. The same can be 
expressed in mathematical form as:  
  
A = USVT                                                                  (1) 
SVD decompose, the original matrix A in to three 
matrices: 𝑈, 𝑆 and 𝑉. 
Matrix S follows few properties like it remains a 
rectangular diagonal matrix and the diagonal elements of 
singular matrix are kept on descending order. These 
diagonal elements of singular matrix are known as singular 
values. If host image matrix ‘A’ has a size of 𝑛 × 𝑛 then 
decomposed singular matrix S contains maximum n 
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elements diagonally. These singular values contain the 
information about the participation of each layer in the 
final host image formation. The values of the singular 
elements show quite a robust nature towards 
intentional/unintentional attacks on host image so this 
property can be used to check the originality of host image. 
If we use lesser elements of matrix S in the regeneration 
process of matrix A then the image quality of regenerated 
image will get affected.  
The left and right singular matrices follow the property 
𝑈𝑈𝑇 = 𝐼𝑛  and 𝑉𝑉
𝑇 = 𝐼𝑛.  The singular values of diagonal 
matrix S follows the property.  
 
s1 ≥ s2 … sr > sr+1 > sr+2 … > sn = 0                   (2) 
Here, (r ≤ n) is showing the rank of the singular matrix 
S and 𝑠1, 𝑠2 … 𝑠𝑛 are singular values of matrix S.  
To ensure the security of the host image blocks as well 
as provide self-recovery ability to the proposed scheme, 
the blocks need to be randomized in such fashion that it 
can only be reversed back by the unique key/code. Arnold 
transform is computed as follows: 
[
𝑥𝑖
𝑦𝑖
]=[
1 𝑎
𝑏 𝑎𝑏 + 1
] [
𝑥𝑖−1
𝑦𝑖−1
] mod (h)                            (3) 
where a and b are positive constant, which is used to 
determine the period of a given matrix. h is the size of the 
host image (Here we are considering a square image). 𝒙𝒊 
and 𝒚𝒊 denotes the transformed value of x and y pixels after 
ith number of iterations. The mathematical expression 
shown in Eqs (3) is periodic in nature (i.e. if we keep on 
transforming x and y elements then after a fixed numbers 
of repetitions ‘T’ the x and y elements repeat itself/ original 
values). T is known as time period of iteration and this time 
period T remain dependent on a, b and i. so these variables 
used to determine the key of the randomization process.  
Let’s suppose that ‘𝑖’ transforms are followed during 
the element randomization stage. Then, to retrieve back the 
original host image, again (T-i) transforms needs to be 
applied on this pre-randomized image. As mentioned 
earlier, if we scramble the information throughout the 
image with the help of Arnold transformation and then 
perform a tampering of any type, the chances are quite high 
that some information will still remain undamaged. 
To provide tamper localization in a host image and to 
recover the tampered region, the inserted watermark bits 
are made up of two different types: 
1. Block authentication bits: The main idea behind the 
block authentication bits calculation is to 
authenticate each block separately. To achieve that 
purpose, host image is divided into 4×4 blocks and 
SVD is computed for each block. Then, traces of 
singular matrices are used as block authentication 
bit for each block.  
2. Self-Recovery bits: The average values of the first 5 
MSB are used as the self-recovery information for 
each 2×2.  
This average helps us to recover the approximation 
of the original image in case it gets tampered. Another 
important aspect of proposed work is the use of 
randomized insertion of watermark information to improve 
the performance of the scheme. In order to provide a better 
self-recovery, Arnold transformation is used in present 
study so that neighborhood recovery information can be 
saved at distant locations. For each image block, these two 
types of bits (authentication and self-recovery) are hidden 
in the LSB of the block pixels. The positions used for 
insertion, are determined by the help of Arnold Transform, 
which is generated using a secret key and that key is only 
known to the owner of the image. If that key is changed, 
all the watermark bits can’t be correctly extracted from the 
image block. Arnold transform provides an alternative way 
to recover the image data from the neighboring blocks 
when main information gets lost. So the use of Arnold 
Transform not only improves the security but also 
improves the performance of the proposed scheme. After 
that, the watermarked medical images are tested against 
various types of attacks to figure out its usefulness and 
efficiency. 
2.1 Watermark Embedding Process  
      The diagram of our proposed method is shown in 
Figure 1. The host image is divided into small blocks of 
size 4×4 and the LSB of all these blocks are set as zero. 
This division guides us to calculate the tamper localization 
information for each block separately by the help of SVD 
operation on each 4×4 blocks. After SVD is computed for 
each block, the corresponding traces are also calculated. 
These calculated traces work as the Block Authentication 
Number (BAN) and used to authenticate each block. The 
traces are mapped to the range of [0, 4095] in order to 
restrict the number of bits as 12, used for the traces 
representation of each block. Further, block wise Arnold 
scrambling is performed and 4×4 blocks are again 
decomposed into 2×2 blocks as shown in figure 2 (a) so 
that neighborhood block is recovered. The self-recovery 
information is calculated with the help of the average value 
of these 2×2 blocks as shown in figure 2 (b). The obtained 
BAN and average value of Arnold scrambled 4×4 blocks 
are combined with each other with the help of a secret key 
in order to generate the complete watermark information. 
This complete watermark is inserted into the host image by 
replacing the last two LSBs of each 4×4 block (32 bits) 
with the generated watermark information of each 4×4 
block.  
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Figure 1. Block representation of watermark embedding method 
      The last 2 LSB of each pixel i.e. 16×2 = 32 are replaced by the watermark. 
 
Figure 2. (a) Block division of 4×4 block (a11-a44) into 2×2 blocks (n1-n4, m1-m4, o1-o4, p1-p4) and (b) average value 
computation from 5 MSB 
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2.2 Watermark Extraction process 
 
Figure 3. Block representation of tamper localization along with self-recovery using the extracted watermark 
The extraction process is quite similar to that of 
embedding process. The block diagram of complete 
extraction process is shown in figure 3. Here are the details 
of step involved: 
Firstly, the watermarked image is divided into small 
blocks of size 4×4. As the LSB contained the watermarked 
information so it is separated out from the watermarked 
image and then LSB is set as zero in order to re-calculate 
the Block Authentication Bits (12 bits). Then, BAN is 
calculated in the same way as calculated in embedding 
process. After that block based scrambling is performed on 
this watermarked image with the same key as used during 
embedding process. The average value and self-recovery 
information is calculated in the same way as it is done in 
embedding. 
The calculated BAN and LSB extracted BAN are 
compared with other for each block along with the average 
information too. The blocks having same authentication 
bits are marked as not-tampered and rest are marked as 
tampered. Then, the tampered blocks information is 
recovered with the help of extracted self-recovery 
information from the extracted LSB data from 
watermarked image and finally the neighborhood block 
based recovery is performed in order to improve the self-
recovery even further. This helps us to achieve the 
improved self-recovery because of the fact that 
neighborhood blocks of any image's pixels contain almost 
similar information. 
 
3   Results and discussions  
3.1 Experimental metrics 
In order to figure out the effectiveness of the proposed 
scheme, five different factors are calculated, which are 
defined as follows:  
1) False positive rate (FPR): error in classifying non-
tampered pixels as tampered ones. Mathematically defined 
as: 
 
𝐹𝑃𝑅 =  
False  classified pixels 
𝑇𝑜𝑡𝑎𝑙 𝑡𝑎𝑚𝑝𝑒𝑟𝑒𝑑  𝑝𝑖𝑥𝑒𝑙𝑠 
× 100                                 (4) 
 
2) False negative rate (FNR): error in classifying 
tampered pixels as non-tampered ones. Mathematically 
defined as: 
 
FNR =  
False  classified pixels
Total non−tampered pixels  
× 100                          (5) 
 
  3) Tamper detection rate (TDR): The detection rate of 
tampered pixels in the overall tampered area. 
Mathematically defined as: 
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TDR  =  
Detected tampered pixels
Total no.of tampered pixels 
× 100                      (6)                                                   
It also called tamper localization accuracy. 
 
  4) Peak signal to noise ratio (PSNR): is used to measure 
the accuracy of recovered image compared with the 
original image. it is used to describe the image quality. 
Mathematically defined as: 
PSNR = 10 log10 (
n×n ×(Xmax)
2
∑ ∑ (X(i,j)−X∗ni=1
n
i=1 (i,j))
2)                    (7) 
 
Where  𝑛 × 𝑛 represent the size of host image, 𝑋(𝑖, 𝑗) is 
pixel of first image, 𝑋∗(𝑖, 𝑗) is pixel of second image and 
𝑋𝑚𝑎𝑥  is maximum allowed pixel intensity.  
5) The normalized cross-correlation (NCC): check the 
similarity between two images. Mathematically defined 
as: 
  
NCC (X, Y∗) =
∑ ∑ X(i,j) ⊕ Y(i,j)
∗̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  nj=1
n
i=1
n×n
                           (8)                                                          
Here X and Y represent two matrices, whose similarity 
need to be checked and ⊕ represents the XOR 
operation. 𝑛 × 𝑛 is the block size. 
 
3.2 Experiment assumption 
       In our experiments, 12 gray scale medical images were 
used. The sizes of these images are 512 × 512.  Figure 4 
shows a sample of host images for brain, kidney, and liver 
used in this study. The watermark is generated from the 
host itself and inserted into the LSBs. The parameters for 
Arnold transform include m=1, n=1 and i= 30.
 
 
                                                                       (a)                       (b)                            (c) 
Figure 4. Sample host images: (a) Brain (b) Kidney and (c) Liver 
3.3 Copy and paste attack 
      Watermarked medical images are subject to different 
attacks. Two types of copy and paste attack has been 
performed over the watermarked medical images. In first 
type, the copy and paste done on the same watermarked 
image. In ‘brain’ image, for example extra left ventricle in 
the brain has been copy and paste. In ‘kidney’ image, the 
outer tissue of left kidney has been copied from the left 
side to right side. In ‘liver’ image, cross-sectional area 
from the bottom has been copied to upper right corner.   
Figure 5 shows the results, which include images of 
tampered host, tamper localization and self-recovered 
image the PSNR values of all watermarked images lies in 
the range of 50.17dB and 51.25dB. 
       In the second attack, we copy some portion from liver 
to the brain watermarked image and vice versa. Figure 6 
shows the results. 
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Figure 5. Result of copy and paste attack – Type 1: Attacked watermarked images (rightmost), localization of tamper 
(center), self-recovered host (leftmost) 
 
 
 
 
Figure 6. Result of copy paste attack – Type 2: Attacked watermarked Images (rightmost),      localization of attack (center), 
self-recovered host (leftmost) 
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Figure 7. Result of text addition: Attacked watermarked Images (rightmost), localization of attack (center), self-recovered 
host (leftmost) 
 
 
 
 
 
 
Figure 8. Result of content removal: Attacked Watermarked Images (rightmost), localization of attack (center), self-
recovered host (leftmost) 
 
 
(a)                        (b)                            (c) 
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                                                               (d)                   (e) 
Figure 9. Result of VQ attack: (a) Lena (b) Girl (c) VQ attacked Image (d) localization of attack and (e) self-recovered host 
 
 
3.4 Text Addition 
In this attack, addition of text “Sample Text” has been done 
in different colors, location, and font sizes in brain, kidney, 
and liver host images. The result of text addition attack is 
shown figure 7. 
3.5 Content removal 
In this type of attack, some content has been removed 
from watermarked medical images with no degradation of 
the image quality. The result of content removal attack is 
shown figure 8. 
3.6 VQ attack 
       To verify the working of proposed scheme with VQ 
attack, a forged image is designed by adding different parts 
of several watermarked images (watermarked with same 
method). During this construction, the relative spatial 
position of watermarked images is not important because 
all the blocks will get authenticated individually. A new 
host image for the brain has been taken in this experiment 
as shown in figure 9. The sizes of host images are 512× 
512 and the watermarked images have a PSNR as 50.97 
dB and 51.03 dB respectively for ‘brain’ and ‘kidney. The 
result of VQ attack is shown figure 9. 
3.7 A Comparison Study 
A comparison with existing methods is presented in 
Table 2 in terms of both tamper localization accuracy and 
the PSNR of self-recovered image. 
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Table 3. The obtained FPR, FNR, and NCC values according to different attacks 
Type of Attacks 
 
Host images FPR FNR NCC1 NCC2 
Copy and paste-Type1 
Brain 0.41 0.008 0.9998 0.9982 
Kidney 0.35 0.007 0.9999 0.9980 
Liver 0.45 0.06 0.9998 0.9978 
Copy and paste-Type2 
Brain 0.39 0.008 0.9997 0.9982 
Kidney 0.36 0.008 0.9998 0.9984 
Liver 0.38 0.006 0.9996 0.9985 
Text addition 
Brain 0.31 0.007 0.9997 0.9983 
Kidney   0.42 0.008 0.9998 0.9982 
Liver   0.42 0.008 0.9998 0.9982 
Content removal 
Brain 0.51 0.01 0.9998 0.9978 
Kidney 0.38 0.008 0.9999 0.9982 
Liver 0.48 0.009 0.9996 0.9978 
VQ Brain+ Kidney 0.89 0.03 0.9997 0.9961 
   
       Table 3 summarizes the evaluation based on FPR, 
FNR and NCC (watermarked medical image) and NCC 
(recovered image) corresponding to different attacks. The 
FNR and FPR of the proposed scheme are quite low and 
pretty acceptable as we can see from Table 3. Even in case 
of vector quantization attack too, which indicates that our 
scheme is more efficient and accurate for practical usage. 
The NCC of the watermarked image (NCC1) is very close 
to one, which indicates that the difference between 
watermarked image and original host image is quite small. 
Moreover, the NCC value of recovered host image (NCC2) 
is also close to one, which indicates a reliable recovery of 
tampered host. Overall, the proposed scheme demonstrates 
a robust and satisfactory performance. 
4     Conclusion 
      This paper presents a SVD based fragile watermarking 
scheme, which used grouped block method to offer more 
security and provide, supplementary way to locate the 
attacked area inside different medical images. Two 
authentication bits namely block authentication and self-
recovery bits were used to survive the vector quantization 
attack. The usage of Arnold transform makes it possible to 
recover the tampered region from the neighboring blocks, 
which ultimately increases the NCC and PSNR of the 
recovered host. Our experimental results showed that 
proposed scheme is highly reliable and is able to locate the 
attacked blocks efficiently. The proposed schema 
effectively prevents copy and paste attack, content removal 
attack, text addition attack and VQ attack. Compared to the 
state-of-the art methods, the proposed schema greatly 
improves both tamper localization accuracy and the PSNR 
of self-recovered image. Although our schema achieved a 
great performance in handling fragile tampered images, the 
additional experiments are required to evaluate its 
efficiency with non-fragile tampered images.  Our future 
work aims at considering this issue. It will focus on 
detecting other tampering issues such as image resize, 
skew, and rotate operations.  
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